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Cryptographic Hash Functions

« A hash function H accepts a variable-
length block of data M as input and |
produces a fixed-size hash value

Message M (arbitrary length)

h = H(M)
 Values returned by a hash function are
called message digest or simply hash H
values.
A change to any bit or bits in M
results, with high probability, in a
change to the hash code. Hash Value h

e The kind of hash function needed for (fxed length)

security applications is referred to as a
cryptographic hash function.
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« A cryptographic hash function is an
algorithm  for  which it s
computationally infeasible to invert

e Because of these characteristics, hash
functions are often used to determine
whether or not data has changed.

« A small change in the Input data will
have the whole hash function output to
be changed.
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Properties of Hash function

LLTTTTOTIONS

* Compression:Output of the hash function is much smaller than the

size of the input

* Pre image resistance: Its difficult to find the input from given hash

function output, h=H(m) if h is given, it is infeasible to find m

e Collision Resistance: It is difficult to find m1 and m2 such that hash

value Him1)=H(m?2)
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* It is quick to calculate hash value(h) for any given message

* Hash Function can be applied to variable length of data block
* A small Change in a message should change the hash value

* Hash function has one way property

e Hash function uses all the input data
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Simple Hash Functions
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Bit by Bit XOR

* The input (message, file, etc.) is viewed as a sequence of n-bit blocks. The
Input Is processed one block at a time in an iterative fashion to produce an
n-bit hash function.

 One of the simplest hash functions is the bit-by-bit exclusive-OR (XOR) of
every block. This can be expressed as

* Ci=Dhil Gbi2 @ ....Hbim
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Hash Function based on CBC b |
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Cipher Block Chain

Plaintext Plaintext Plaintext
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Initialization Vector (1V)
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block cipher block cipher block cipher
Key encryption Key encryption Key encryption
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Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption
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I‘ Augmented message: multiple of 1024-bit blocks .l
Block 1 Block 2 Block N
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IV = Initial value L = Number of input blocks
CV; = Chaining variable n = Length of hash code
Y. = ith input block b = Length of input block
f = Compression algorithm
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Secure Hash Algorithm (SHA)
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« SHA was developed by the National Institute of Standards and Technology (NIST) and
published as a federal information processing standard (FIPS 180) in 1993.

« SHA-1 produces a hash value of 160 bits. In 2002, NIST produced a revised version of
the standard, FIPS 180-2, that defined three new versions of SHA, with hash value
lengths of 256, 384, and 512 bits, known as SHA-256, SHA-384, and SHA-512,

respectively. Collectively, these hash algorithms are known as SHA-2

 The algorithm takes as input a message with a maximum length of less than 2128 bits and

produces as output a 512-bit message digest. The input is processed in 1024-bit blocks
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Processing of SHA
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Step 1 Append padding bits.

 The message Is padded so that its length Is congruent to 896 modulo 1024
[length=896(mod 1024)]. (Eg:24+872 mod 1024=896)

 Padding is always added, even if the message is already of the desired length.

« Thus, the number of padding bits is in the range of 1 to 1024.

» The padding consists of a single 1 bit followed by the necessary number of 0 bits.
Step 2 Append length.

« A block of 128 bits is appended to the message.

* The outcome of the first two steps yields a message that is an integer multiple of
1024 bits in length.

HASH FUNCTION AND DIGITAL
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Step 3 Initialize hash buffer.
A 512-bit buffer is used to hold intermediate and final results of the hash function.
* a=6A09E667F3BCC908

b = BB67AE8584CAAT73B

« ¢ = 3C6EF372FE94F82B

* d = A54FF53A5F1D36F1

« e =510E527FADE682D1

« 1 =9B05688C2B3E6C1F

« g =1F83D9ABFB41BD6B

« h=5BEOCD19137E2179

Step 4 Process message in 1024-bit (128-word) blocks.

The heart of the algorithm is a module that consists of 80 rounds

HASH FUNCTION AND DIGITAL
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Processing of SHA
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Message Digest Generation Using SHA-512
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L=h+Chlefg)+ (3 e) + W+K
L=(3:"a) + Maj(a.b.c)

where

h=g
g=1
f=e¢
e=d+T,
d=c¢
c=b
b=a
a=T+T,
t =stepnumber:0 <1< 79

Chie.f.g) =(¢eAND/)E(NOT¢ANDg)
the conditional function: If e then f else g

Maj(a.b.c) = (aANDb) & (aAND¢) 3 (b AND¢)
the function is true only of the majority (two or three) of the
arguments are true

(S:7a) =ROTR®(a)@ROTR*(a) @ ROTR(a)

(%) =ROTRY(¢) @ ROTR™(¢) @ ROTRY(¢)

ROTR"(x) = circular right shift (rotation) of the 64-bit arcument x by n bits



Message Authentication Code

FITI71o0n1s

« A message authentication code (MAC) is an algorithm that requires the use of a secret key.
« A MAC takes a variable-length message and a secret key as input andproduces an authentication code.
» Arecipient in possession of the secret key can generate an authentication code to verify the integrity of the

message
Key, K
v
Key, K | MAC
| Message [——| Algorithm MAC
MAC
Message — Algorithm » MAC s Equal?
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Authentication Requirements
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Disclosure: Release of message contents to any person or process not possessing the appropriate
cryptographic key.

- Traffic analysis: Discovery of the pattern of traffic between parties.
Masquerade: Insertion of messages into the network from a fraudulent source.

Content modification: Changes to the contents of a message, including insertion, deletion, transposition,
and modification.

» Seqguence modification: Any modification to a sequence of messages between parties, including insertion,
deletion, and reordering.

« Timing modification: Delay or replay of messages. In a connection-oriented application, an entire session or
sequence of messages could be a replay of some previous valid session, or individual messages in the
sequence could be delayed or replayed.

Source repudiation: Denial of transmission of message by source.
Destination repudiation: Denial of receipt of message by destination.

HASH FUNCTION AND DIGITAL
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INSTTIDT P

1. Hash function - A function that maps a message of any length into a fixed length hash value, which serves
as the authenticator

2. Message encryption - The ciphertext of the entire message serves as its authenticator

3. Message Authentication Code (MAC) - A function of the message and a secretkey that produces a fixed-

length value that serves as the authenticator.

HASH FUNCTION AND DIGITAL

06/03/2024 SIGNATURE/CATHERINE.A/AIML/SNSCT



%

=5 Mlessage Encryption

- Source A —» - Destination B ——»
A - (PE > .(;;)—— A
K E(K. M) r'S

(a) Symmetric encryption: confidentiality and authentication

- | —(;;)—-— AL

P, E(PU,,. M) PR

A

)

(b) Public-key encryption: confidentiality

AL E - ’@ -l Ar

PR, E(FPRa, M) PL,,

(c) Public-key encryption: authentication and signature

M

E - A

<

PR, E(PRa. M) PU, EWPU, E(PR.. M) PR, E(PRu M) prs,

(d) Public-key encryption: confidentiality . anthentication. and signature

06/03/2024 SIGNATURE/CATHERINE.A/AIML/SNSCT



Message Authentication Code
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REQUIREMENTS FOR MESSAGE AUTHENTICATION CODES
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« The MAC is appended to the message at the source at a time when the message IS
assumed or known to be correct. The receiver authenticates that message by

recomputing the MAC.

 |If an opponent observes and, it should be computationally infeasible for the opponent
to construct a message M’ such that MAC (K, M’) = MAC (K, M)

« MAC(K, M) should be uniformly distributed in the sense that for randomly chosen
messages, M and M’ , the probability that is MAC(K, M) = MAC(K, M’) is 2", where n
IS the number of bits in the MAC

HASH FUNCTION AND DIGITAL
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« Hash-based Message Authentication Code (HMAC) is a type of
message authentication code (MAC) involving a cryptographic hash
function and a secret cryptographic key. HMAC makes It possible to
confirm the data integrity and authenticity of a message.

« HMAC Is a great resistance towards cryptanalysis attacks as It uses the
Hashing concept twice. HMAC consists of twin benefits of Hashing
and MAC and thus Is more secure than any other authentication code.

HASH FUNCTION AND DIGITAL
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 H = embedded hash function (e.g.,MD5, SHA-1, RIPEMD-160)

|V = Initial value input to hash function

M = message input to HMAC
Yi= ithblockof M,0<i <L —1

= number of blocks in M

« K+ = K padded with zeros on the left so that the result is b bits in lengthipad = 00110110 (36 in

L

b
n

number of bits in a block
length of hash code produced by embedded hash function

LLTTTT IO

K = secret key; recommended length is > n; if key length is greater than b, the key is input to the

hash function to produce an n-bit key.

hexadecimal) repeated b/8 times
« opad =01011100 (5C in hexadecimal) repeated b/8 times
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Digital Signature
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Figure 101 Genene Model of Digital Signature Process
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Requirements
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The signature must be a bit pattern that depends on the message being signed.

The signature must use some information unique to the sender to prevent both
forgery and denial.

It must be relatively easy to produce the digital signature.
It must be relatively easy to recognize and verify the digital signature.
It must be computationally infeasible to forge a digital signature

It must be practical to retain a copy of the digital signature in storage.

HASH FUNCTION AND DIGITAL
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