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Processing of SHA

Step 1  Append padding bits. 

• The message is padded so that its length is congruent to 896 modulo 1024
[length≡896(mod 1024)]. (Eg:24+872 mod 1024=896)

• Padding is always added, even if the message is already of the desired length.

• Thus, the number of padding bits is in the range of 1 to 1024.

• The padding consists of a single 1 bit followed by the necessary number of 0 bits.

Step 2 Append length.

• A block of 128 bits is appended to the message.

• The outcome of the first two steps yields a message that is an integer multiple of
1024 bits in length.
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Step 3 Initialize hash buffer.

A 512-bit buffer is used to hold intermediate and final results of the hash function.

• a = 6A09E667F3BCC908

• b = BB67AE8584CAA73B

• c = 3C6EF372FE94F82B

• d = A54FF53A5F1D36F1

• e = 510E527FADE682D1

• f = 9B05688C2B3E6C1F

• g = 1F83D9ABFB41BD6B

• h = 5BE0CD19137E2179

Step 4 Process message in 1024-bit (128-word) blocks.

The heart of the algorithm is a module that consists of 80 rounds
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Processing of SHA
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Processing of Single 1024 Bit Block
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Authentication Requirements

• Disclosure: Release of message contents to any person or process not possessing the appropriate

cryptographic key.

• Traffic analysis: Discovery of the pattern of traffic between parties.
• Masquerade: Insertion of messages into the network from a fraudulent source.

• Content modification: Changes to the contents of a message, including insertion, deletion, transposition,

and modification.

• Sequence modification: Any modification to a sequence of messages between parties, including insertion,
deletion, and reordering.

• Timing modification: Delay or replay of messages. In a connection-oriented application, an entire session or
sequence of messages could be a replay of some previous valid session, or individual messages in the
sequence could be delayed or replayed.

• Source repudiation: Denial of transmission of message by source.

• Destination repudiation: Denial of receipt of message by destination.
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1. Hash function - A function that maps a message of any length into a fixed length hash value, which serves

as the authenticator

2. Message encryption - The ciphertext of the entire message serves as its authenticator

3. Message Authentication Code (MAC) - A function of the message and a secretkey that produces a fixed-

length value that serves as the authenticator.
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SHA-512 Round Function
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Message Authentication Code

• A message authentication code (MAC) is an algorithm that requires the use of a secret key.

• A MAC takes a variable-length message and a secret key as input andproduces an authentication code. 

• A recipient in possession of the secret key can generate an authentication code to verify the integrity of the

message
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