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Processing of SHA

LLTTTT I TIONS

Step 1 Append padding bits.

 The message Is padded so that its length Is congruent to 896 modulo 1024
[length=896(mod 1024)]. (Eg:24+872 mod 1024=896)

 Padding is always added, even if the message is already of the desired length.

* Thus, the number of padding bits is in the range of 1 to 1024.

 The padding consists of a single 1 bit followed by the necessary number of 0 bits.

Step 2 Append length.

« ADblock of 128 bits Is appended to the message.

» The outcome of the first two steps yields a message that is an integer multiple of
1024 bits in length.
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Step 3 Initialize hash buffer.
A 512-bit buffer is used to hold intermediate and final results of the hash function.
« a=6A09E667F3BCC908

b = BB67AE8584CAA73B

« ¢ = 3C6EF372FE94F82B

* d = A54FF53A5F1D36F1

« e =510E527FADEG682D1

« f=9B05688C2B3E6C1F

« g =1F83D9ABFB41BD6B

« h=5BEOCD19137E2179

Step 4 Process message in 1024-bit (128-word) blocks.

The heart of the algorithm is a module that consists of 80 rounds
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Processing of SHA
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Figure 11.9 Message Digest Generation Using SHA-512
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Fable 114 SHA-512 Constants

428a2f98d720a022

A966C26DIA4BbEAR
ARO7aa9%8a3030242

72besd74£27bASG L
ed49bh69cl9alfldad2
2dev2c6L£592b0275
9R3es5152ee66dfab
cGe0obfiddannfaa
27b70a8546d221fo
G50m73548bat6ide
azbfebaldcfl0364
div2eslodeatsale
19a4c116badadoas
A91c0obicbe95a63
T4RLA2ea5daetrbarc
SO0barfrazicilezn
caz7lecasal66l9c
O6L067aa721761ba
ARAR77L523047AR4
deebdabecbiadabe

71374491230 f65cd

590111 01b605A019
1283500145706 be

Aodablfeiblessbl
ofbed7R63N4L2502
da74Rdantonteani
al3lo66dadbaazlo
d5a79147930aa725
201b213B50260926
766n0abbic77baan
alllaceabbaa23001
d69906245565a910
led760085141abs3
dedBandanidliach
TRAS6A6LA3172160
adb06cebdafabdaed
dlasbRa721000207
Oa6a7dcSazchA9nad6
F2caab7banc72493
B97fa99cra65702a

bScofbafecdadib2f

923rA2adarioarsb
2431686bedendbane

Obdoosa725c71235
0fol9detabiadshs
Schoasdobdal fbda
boo327cR98fhalar
O6oaG3ble00anzst
Ad2asdfotacd2aed
Blo2c92e47adanet
c24bsb70d0£B9791
fA0LABR55771202a
2740774cdfBoebdd
Shccnaf7761e172
BdcR7R14alroan7a
barfair7paca7916
aada7ddécdadtebla
113t9R04batr90daa
Acfebedalbeobabe
Gfob6rfabiad6tacc

asbsdbabislesdbbe

ableSedsSdacdalla
H6H0a7deidsrrbdae

clo9bf174ct692694
240caloc77achc6s
76£9008daN31153bs
bfso7fc7beefonnd
142929670a006870
53380d139d95b3df
9272208514823513b
@76c51a30654bai0
106aa07032bbdlbe
34bobobSalobanan
GH2a6f f3d6b2bAal
Rea7020R81a643 90
C67178r20372532b
rS7d4r7teatad17a
1b710b35131c471b
431d67¢49¢100d4e
Geddl9ncdad 75817

HASH FUNCTION AND DIGITAL SIGNATURE/PADMAPRIYA R

TO7IOn1S




Authentication Requirements
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Disclosure: Release of message contents to any person or process not possessing the appropriate
cryptographic key.

- Traffic analysis: Discovery of the pattern of traffic between parties.
Masquerade: Insertion of messages into the network from a fraudulent source.

Content modification: Changes to the contents of a message, including insertion, deletion, transposition,
and modification.

» Seguence modification: Any modification to a sequence of messages between parties, including insertion,
deletion, and reordering.

» Timing modification: Delay or replay of messages. In a connection-oriented application, an entire session or
sequence of messages could be a replay of some previous valid session, or individual messages in the
sequence could be delayed or replayed.

Source repudiation: Denial of transmission of message by source.
Destination repudiation: Denial of receipt of message by destination.
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INSTITD P

1. Hash function - A function that maps a message of any length into a fixed length hash value, which serves
as the authenticator

2. Message encryption - The ciphertext of the entire message serves as its authenticator

3. Message Authentication Code (MAC) - A function of the message and a secretkey that produces a fixed-

length value that serves as the authenticator.
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L=h+Chiefg)+ (3 e+ W+K
L=(3:"a) + Maj(a.b.¢)

h=g
g=1
f=e
e=d+T,
d=c¢
c=bh
b=a
a=hL+1
where
t =stepmumber:0=1< 7
Chie.f.g) =(¢eAND/)E(NOT¢ANDyg)
the conditional function: If e then f else g
Maj(a.b.c) = (aAND b) S (@aAND ) 5 (b AND¢)

the function is true only of the majority (two or three) of the
arguments are irue

(E‘j,) = ROTR™(a) & ROTR*(a) © ROTR®(a)
(2?{,) = ROTR¥{(¢) @ ROTR™{(¢) @ ROTR"(¢)
ROTR"(x) = circular night shift (rotation) of the 64-bit argument x by n bits
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Message Authentication Code

» A message authentication code (MAC) is an algorithm that requires the use of a secret key.

NS0 E

« A MAC takes a variable-length message and a secret key as input and produces an authentication code.

» Arecipient in possession of the secret key can generate an authentication code to verify the integrity of the

message
Key, K
v
Key, K MAC
I Message | Algorithm MAC
MAC
Message Algorithm » MAC * Equal?
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