INTRUDER ALARM
SYSTEM




DEFINITION :

AN INTRUDER ALARM SYSTEM IS
DESIGNED TO DETECT UNAUTHORIZED ENTRY INTO
A PROPERTY OR AREA. IT'S COMMONLY USED IN
RESIDENTIAL, COMMERCIAL, AND INDUSTRIAL
SETTINGS TO PROTECT AGAINST BREAK-INS,
THEFT, AND VANDALISM. HERE’S AN OVERVIEW OF
KEY COMPONENTS AND HOW THESE SYSTEMS
GENERALLY WORK



KEY COMPONENTS OF AN
INTRUDER ALARM SYSTEM:

Control Panel: This is the system's "brain," which connects to all sensors, controls the alarm, and
can communicate with monitoring services.

Sensors: Different types of sensors are used to detect movement, entry, or tampering. Common
types include:

1. Door/Window Contacts: These detect when a door or window is opened.

2. Motion Detectors: Use infrared or microwave technology to detect movement in a
designated area.

Glass Break Detectors: These detect the sound frequency of breaking glass.

Vibration Sensors: Useful for detecting attempts to break or tamper with doors,
windows, or other entry points.

Alarm (Sirens): Sirens create a loud noise to deter intruders and alert occupants or nearby
individuals.

Communication System: The system may connect to a monitoring center or directly notify the
user via phone, SMS, or app.

Control Interface: A keypad or mobile app that allows users to arm or disarm the system.



TYPES OF INTRUDER ALARM
SYSTEMS

Wired Systems: These are hardwired into a building’s infrastructure,
offering reliability with minimal interference, though installation is more
complex and can be costly.

Wireless Systems: Easier to install, these use radio frequencies to
communicate between the sensors and control panel. They're
portable and ideal for renters but may require battery maintenance.

Hybrid Systems: Combine wired and wireless elements, offering
flexibility for larger properties or more complex layouts.

Monitored Systems: Connected to a monitoring service that alerts a
security company or emergency responders when the alarm is
triggered.

Unmonitored (Local) Systems: Trigger an alarm sound but don'’t notify

external monitoring services. They rely on neighbors or occupants to
respond.




KEY TECHNOLOGIES IN INTRUDER
ALARM SYSTEMS

Passive Infrared (PIR) Sensors: These detect infrared (heat)
radiation. They're effective for indoor use, where they can detect body
heat changes in a room, triggering when someone enters.

Microwave Sensors: Emit microwave pulses and measure reflection
changes to detect movement. They're powerful but more prone to
false alarms.

Dual Technology Sensors: Combine PIR and microwave technologies
to reduce false alarms; both must trigger to sound the alarm.

Ultrasonic Sensors: Emit ultrasonic sound waves to detect movement,
often used in secured areas where high sensitivity is needed.

Photoelectric Beams: These create an invisible "fence" using beams

of light. They’re often used outdoors to detect breaches in perimeters
or entryways.




ADVANCED FEATURES

Smartphone Integration: Many modern systems allow users to control and
monitor their alarm systems via smartphone apps, providing alerts, remote
arming/disarming, and real-time video surveillance.

Video Surveillance Integration: Cameras can be integrated to record video
when sensors detect movement, providing real-time visuals for monitoring.

Geofencing: Some smart alarm systems use geofencing to automatically
arm/disarm the system based on the user's location.

Remote Monitoring: Allows property owners or security personnel to monitor
the property 24/7 remotely. Some systems offer live video feeds and immediate
alerts for any suspicious activity.

Environmental Sensors: Often combined with intruder alarms, these detect
smoke, carbon monoxide, flooding, or even temperature changes, offering
added safety beyond intrusion.

Pet-Immune Sensors: These can detect human-sized movement and ignore
pets, reducing false alarms in households with animals.




HOW INTRUDER ALARM SYSTEMS
WORK

Arming: The system is armed manually (by a user or app) or
automatically on a schedule. It can be fully armed or partially armed
(e.g., only doors and windows).

Detection: Sensors monitor entry points or designated areas. When
armed, any detected breach or unusual movement triggers the
system.

Alert/Notification: The control panel processes the signal and sends
alerts. Depending on the setup, it might notify the monitoring service,
send a message to the user, or both.

Alarm Activation: If configured, an audible alarm will sound, often with
a flashing light to warn intruders and alert anyone nearby.

Response: For monitored systems, a security company can review

the situation and alert authorities if necessary. Some systems offer
live, two-way audio to verify the alert in real-time.




INSTALLATION CONSIDERATIONS

Placement of Sensors: Key entry points, such as
doors and windows, should be covered, and motion
sensors should be strategically placed in high-traffic
areas.

Layered Security: Use a combination of sensors for
comprehensive coverage (e.g., entry sensors for
doors/windows, motion sensors in rooms, and
cameras for visual monitoring).

Maintenance: Regularly check that batteries are
charged, sensors are unobstructed, and software is
up to date to ensure optimal performance.
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COMPONENTS:

555 Timer IC (IC1): This IC acts as the core of the alarm, generating a pulse to drive the speaker when
the trip wire is triggered.

Resistors (R1, R2, R3):
R1 (10K): Used in series with the trip wire to provide a pull-up to the trigger input of the 555 timer.

R2 and R3 (2.2K each): Together with capacitors, they set the time duration of the output pulse.

Capacitors (C1, C2, C4):

C1 (not labeled): Used in the timing circuit of the 555 IC to determine the pulse width when
the timer is triggered.
e al C2 (1uF): Also part of the timing circuit, it works with the resistors to control the duration of
the alarm.

C4 (100uF/15V): A coupling capacitor for the speaker output, helping to block DC
components and allowing only AC signals to drive the speaker.

Trip Wire: This acts as a switch. When broken or disturbed, it triggers the 555 timer to activate the
alarm.

Speaker (SP2): An 8-ohm, 1-watt speaker that produces sound when the alarm is triggered.

Power Supply (VCC): The circuit is powered by a 12V DC source.
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HOW THE CIRCUIT WORKS:

Idle State: When the trip wire is intact, the circuit remains idle,
and no signal is sent to the speaker.

Triggering: If the trip wire is broken or disturbed, it causes the
555 timer to trigger by changing the state at the trigger pin (Pin
2).

555 Timer Activation: Upon triggering, the 555 timer outputs a
pulse from Pin 3 for a duration determined by R2, R3, and C2.
This duration is the "on" time of the alarm sound.

Alarm Sound: The output pulse from the 555 timer drives the
speaker, producing a sound for the duration of the pulse.

Resetting: After the pulse ends, the 555 timer returns to its
Initial state, waiting for the trip wire to be triggered again.
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KEY POINTS:

Monostable Mode: The 555 timer is configured in
monostable mode, meaning it produces a single
output pulse each time it's triggered.

Timing Control: The values of R2, R3, and C2
determine the pulse width, which affects how long
the alarm sounds.

Speaker Drive: The output pulse is sent through
C4 to the speaker, which emits a sound to alert
the breach.
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