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TOPIC 6 –Firewalls 

Firewalls/19ECT301 COMMUNICATION NETWORKS /N.ARUNKUMAR/ECE/SNSCT                           03/11/2024 



Firewalls/19ECT301 COMMUNICATION NETWORKS /N.ARUNKUMAR/ECE/SNSCT 03/11/2024 



Firewalls/19ECT301 COMMUNICATION NETWORKS /N.ARUNKUMAR/ECE/SNSCT 03/11/2024 



Firewalls/19ECT301 COMMUNICATION NETWORKS /N.ARUNKUMAR/ECE/SNSCT 03/11/2024 



Firewalls/19ECT301 COMMUNICATION NETWORKS 
/N.ARUNKUMAR/ECE/SNSCT 

03/11/202
4 



Firewalls/19ECT301 COMMUNICATION NETWORKS /N.ARUNKUMAR/ECE/SNSCT 03/11/2024 



Firewalls/19ECT301 COMMUNICATION NETWORKS /N.ARUNKUMAR/ECE/SNSCT 03/11/2024 



Firewalls/19ECT301 COMMUNICATION NETWORKS /N.ARUNKUMAR/ECE/SNSCT 03/11/202
4 



Firewalls/19ECT301 COMMUNICATION NETWORKS /N.ARUNKUMAR/ECE/SNSCT 03/11/2024 



Firewalls/19ECT301 COMMUNICATION NETWORKS /N.ARUNKUMAR/ECE/SNSCT 03/11/2024 



                                 ASSESSMENT 

An organization is experiencing frequent DoS attacks. Suggest how they 
can use firewalls to mitigate the issue. 
 
Implement Rate Limiting: Use firewalls to limit traffic from individual IPs. 
 
Block Malicious IPs: Add known attack sources to the blacklist. 
 
Enable Stateful Inspection: Detect and drop anomalous traffic. 
 
Use an NGFW: Employ DPI and application control to identify attack 
patterns. 
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