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IoT Standardization: ISO, IEC, ETSI, IEEE, IETF, ITU-T, OASIS, OGC, 

and OneM2M 

 

 

Introduction to IoT Standardization 

• The Internet of Things (IoT) connects devices, systems, and 

services beyond traditional machine-to-machine  

communications. 

• Standardization in IoT is crucial for ensuring interoperability, 

data exchange, security, and scalability. 

• Various international organizations have developed standards 

and protocols to guide the implementation and growth of IoT. 

 

1.ISO (International Organization for Standardization) 

• Role in IoT: ISO develops global standards across various 

industries, including IoT. It ensures quality, safety, and efficiency. 

• Key Standards: 

o ISO/IEC 30141:2018: IoT Reference Architecture (provides 

a standardized IoT framework). 

o ISO/IEC 27000 Series: Information security management 

systems (applied to IoT data security). 
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2. IEC (International Electrotechnical Commission) 

• Role in IoT: IEC focuses on electrical and electronic technologies. 

It collaborates with ISO in many standards, particularly related to 

IoT. 

• Key Standards: 

o IEC 62351: Security for power system control protocols 

(relevant for IoT in energy sectors). 

o IEC 62541 (OPC UA): Unified architecture for machine-to-

machine communication. 

3. ETSI (European Telecommunications Standards Institute) 

• Role in IoT: ETSI creates telecommunication standards in Europe, 

including IoT. It works closely with the EU on IoT infrastructure. 

• Key Initiatives: 

o ETSI SmartM2M: Focuses on IoT interoperability. 

o ETSI EN 303 645: Cybersecurity standard for consumer IoT 

devices. 

4. IEEE (Institute of Electrical and Electronics Engineers) 

• Role in IoT: IEEE is known for its communication and networking 

standards, crucial for IoT implementation. 

• Key Standards: 

o IEEE 802.11 (Wi-Fi): Wireless communication standard 

widely used in IoT. 

o IEEE 802.15.4: Low-rate wireless personal area networks 

(LR-WPANs), used in Zigbee, 6LoWPAN for IoT applications. 
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o IEEE P2413: Architectural framework for IoT. 

5. IETF (Internet Engineering Task Force) 

• Role in IoT: IETF develops and promotes voluntary Internet 

standards, particularly for networking protocols used in IoT. 

• Key Protocols: 

o 6LoWPAN: IPv6 over Low Power Wireless Personal Area 

Networks. 

o CoAP (Constrained Application Protocol): Designed for 

devices with limited processing power. 

o RPL (Routing Protocol for Low-Power and Lossy Networks): 

A routing protocol for low-energy IoT devices. 

6. ITU-T (International Telecommunication Union - 

Telecommunication Standardization Sector) 

• Role in IoT: ITU-T creates international telecom standards, 

including those related to IoT communication. 

• Key Contributions: 

o ITU-T Y.2060: Overview of IoT, including key definitions and 

technical standards. 

o ITU-T G.9959: Narrowband wireless IoT communication 

standard. 

7. OASIS (Organization for the Advancement of Structured 

Information Standards) 

• Role in IoT: OASIS develops open standards for security, cloud 

computing, and IoT. 
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• Key Standards: 

o MQTT (Message Queuing Telemetry Transport): 

Lightweight messaging protocol widely used in IoT for 

communication between devices. 

o AMQP (Advanced Message Queuing Protocol): Messaging 

standard for IoT systems that require secure, reliable 

messaging. 

8. OGC (Open Geospatial Consortium) 

• Role in IoT: OGC focuses on geospatial and location-based 

standards, which are vital for IoT applications like smart cities 

and transportation. 

• Key Standards: 

o Sensor Things API: A standard for providing open and 

unified access to IoT sensor data and services. 

o OGC Web Services: Protocols for geospatial data, widely 

used in IoT for tracking and mapping. 

9. OneM2M 

• Role in IoT: OneM2M is a global partnership for machine-to-

machine (M2M) communication standards, focusing on 

interoperability in IoT ecosystems. 

• Key Standard: 

o OneM2M Architecture: Provides a unified framework for 

communication and data management across various IoT 

verticals like healthcare, smart homes, and transportation. 
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o Key Focus: Scalability, interoperability, and security in 

M2M/IoT solutions. 

 

Conclusion 

• IoT standardization is essential for fostering innovation, security, 

and interoperability across different sectors and applications. 

• Collaboration among global standardization bodies (ISO, IEC, 

IEEE, etc.) ensures the development of a robust and scalable IoT 

ecosystem, enabling smarter, safer, and more connected system 


