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Cloud computing is the on demand availability of computer system resources, especially
data storage and computing power, without direct .)Ltl"t‘ management by the user. The
term is generally used to describe data centers available to many users over the Internet.
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Hybrid cloud is 3 mix of private cloud and third-party, public cloud services with
orchestration between the two platforms.

By allowing worklcads to move between private and public clouds as computing needs
and costs change.

Hybrid cloud gives businesses greater flexibility and more data deployment options

ALcnrdmg to the 2016 State of the Cloud report by RightScale, hybrid cloud adoption
from 58 to 71 percent year over year.

Egenera PAN Cloud Director, RightScale Cloud Management and Cisco CloudCenter
help businesses handle workflow creation, service \_cnalugs, pilling and other tasks
elated to hybrid cloud.
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How to determine the placement of solution components 7

How to integrate with existing enterprise systems 7

How to handie an increase of management complexity ?

How to ensure that security is considered in all aspects of the hybrid cloud 7

How to deal with rapidly evolving and partially mature technolegies 7

How to implement common operational services such as backup and disaster recovery
in a hybrid cloud 7

How to ensure adherence to regulatory and compliance requirements ?
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Depending on the maturity of the arganization and the level of adoption of

cloud

computing, the entry point will change for each new service being evaluated: -

Determine cloud deployment maodel for applications and data.
Integrate with existing enterpris

Address connectivity requirements.

Develop governance policies and service agreements.

Assess and resolve security and privacy challenges.

Manage the hybrid cicud environment

Consider a backup, archive and disaster recovery plan
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Determine the right resource model — on-premises private cloud, hosted private
or public cloud.

Rationalize application and data environment

Apply decision criteria to define the right deployment model — fiexibility, security, speed
& automation, cost, locality, service levels, and system interdependencies.

IT architects consider options for application placement in the hybrid cloud.
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Consider the requirements of each link between components that spans two or more

cloud services or on-premises system and ensure that appropriate connectivity Is
availapble to support those requirements,

Cansider the use of network virtualization it available.

Ensure that the connectivity capabilities can suppaort resilience and disaster recovery
reqguirements
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The need for thorough'and efficient change management and communications
increases with the addition of multiple cloud service providers

Allow adeqguate time to educate and habituate changes across the orgamzation.

Identify gaps in measurement and management visibility.
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O Understand the interfaces between components running in private cloud

public cloud services and on-premises and apply appropriate and consist
controls to each of them.

Evaluate the location of all datasets in the hybrid cloud deployment and ensure the
application of consistent access controls and encryption.

When migrating application components petween environments, be careful to check that
the security controls in place for the new environment meet or exceed z'nose In place for
the old em:nronmem.

Apply technologies across all the environments that are part of the hybrid cloud
deployment — for example, single |IdAM system and Single-Sign-0n.
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Enable management of the compiete hybrid cloud system, spanning all the
environments used.

Either adapt and integrate existing on-premises management tecols or consiger use of
new cloud based management services, based on cost and functionality

Look for APIs and integration points for management capabilities rather than fixed
function management applications.
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Monitor the frequency of backup and archiving as this will drive cloud service provider costs,

For public cloud workloads and components, make certain legal agreements are in place, as
necessary

The location of the backup and archive data will determine the Recovery Time Objective (RTO)
tor restore and retrieval. The RTO will be lower if they are collocated with the primary data.
Restoring over the WAN ~--|Il infroduce latencies that will increase the RTO.. The architectural
decision in this regard must be made to meet the SLAs.

e

Determine what resiliency and backup capabilities are provided out-of-the-box for the cloud
services portion of the h} brid cloud 1 ployment

For offsite backup and archiving of sensitive, Dr'osiw"*{-}tar\' or financial data, make certain the cloud
service providers’ physical location is permissible and acceptable given Ie-oal and reqgulatory
constraints.
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